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A cryptosystem based on cellular automata
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Cryptosystems for binary information are based on two primitives: iradexed family of
permutations of binary words and a generator of pseudorandom sequenuetice A very
efficient implementation of the primitives is constructed using the phenomenon of synchronization
in cellular automata. ©1998 American Institute of Physids$§1054-150(08)01204-X]

Digital secure communications systems are based on per- mensional array of binary processing elements, uhi ci-
mutations of binary words that are selected by following  pher squargUCS).

a pseudorandom sequence of choices. The phenomenon In Secs. Il and Il we report on the fundamentals and
of synchronization in cellular automata is used to imple-  construction of the unit cipher square. We use synchroniza-
ment large families of permutations of binary words and  tion to handle the combinatorics of binary sequences and
to generate pseudorandom sequences of permutations. combining it with the expansive nature of the CA mapping
These two basic elements, the family of permutations and we construct a very efficient algorithm to generate pseudo-
the generator, exist within a single bidimensional array of random sequences of keys. In Sec. IV the CA primitives are
elementary binary processing units. Such compact arrays discussed from the point of view of cryptography and a
fit naturally in the present digital technology and in the  simple block cryptosystem is constructed in Sec. V using the
emerging technology based on charge-coupled quantum CA primitives.

dots. The CA cryptosystem fits naturally in the present digital
technology and in the emerging device technology that is

being constructed on the basis of charge-coupled quantum
I. INTRODUCTION dots10

The central elements in secure communications syste
are a process for the scrambling of plain information at thne]?' PRIVATE KEY CRYPTOSYSTEMS
transmitting end and a key, that is not feasible to guess, Texts are binary sequences of fixed lengthn the set
necessary to rebuild the original information at the receiving{0,}N. A sequence that has an explicit meaning is called a
end. The first cryptosystems based on dynamical systendain text. The cryptosystem provides a mechanism to trans-
exploit the mixing character of expansive mappinge  form a plain text sequenam to an apparently meaningless
scramble up information. Recently, mechanisms for secursequencece {0,1}", called the ciphertext. The transforma-
communications based on the phenomenon of synchronizéion m—c is selected from a family of permutation¥
tion in continuous chaotic systefishave been investigated. ={,:{0,3N—{0,1}Nk eK} by choosing an indek from
A driver-replica pair of continuous systems is used to pro-the set of indice«. The cryptosystem also provides the set
vide specific implementations of the followin@) A method  of inverse permutations® ={¢,:{0,3N—{0,}NkeK}
to incorporate the information, whether in the form of a con-such that for everk e K one haan= ¢,[ ¢,(m)] for every
tinuous sign&*®or a discrete symbolic sequentéinto the  m.
driver’s orbit and(ii) a set of synchronizing coordinates that When two parties want to communicate securely by
are communicated to the response system to make it followneans of a cryptosystem, they agree to use akkeglected
very closely the driver’s orbit in phase space. In this schemefrom the set of indice. The emitter encrypts message
the continuous chaotic system is used as a mixer to encrypt {0,1}N as the cipher text= ,(m) that is then communi-
the plain information(either a wave form or a symbolic se- cated through an open channel. If the cipher ®id inter-
guence. To disclose information in its original form the pa- cepted it provides no information about the plain texand
rameters of the driving system should be known by the reprovides no clue about the kdy The type of cryptosystem
ceiver to implement the pertinent chaotic filters. A furtherwe have described has the property of perfect secrecy, intro-
approach is to use chaotic systems just to generate pseudduced by Shannot.
random wave forms that are then used to scramble the infor- In common practice, the plain text to be encrypted is
mation in standard mixefs. much longer than the lengtN that is accepted by the per-

A new mechanism based on synchronization in cellulamutations inW. In this case the sender proceeds to factor out
automataCA)°® is presented here. In contrast to the schemeshe long plain text into a succession of block§,m*,m?,...
mentioned above, the synchronizing coordinates in our CAeach of lengthN. They are then encrypted sequentially by
cryptosystem are suited ad hoc and are not just copied fromsing a different key' for each blockm'. The cipher text
a free running CA. In this way, we are able to implement thetakes the form of the sequence of bloaks(m®), #,1(m?),
necessary primitives to build cryptosystems in a single bidi-,2(m?),... . Thesuccession of permutations is selected at
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PRG PRG rule xt "t=_7,(x'_, ,xt,x!, ;) while the response automa-

seed seed ton configuration at a coupled coordinatevolves according

X ” toy!"*=x"! and an uncoupled coordinaitéollows the rule

c ‘ ! Vit =YY Y )

v // o In Fig. 2 we show an example of evolution patterns of
channel the driver and the response automata along with the discrep-

FIG. 1. Th | sch ¢ 2 orivate kev cioher block crvptosvst Thancy patterns. Figure 2 shows the evolution of a block of

. 1. The general scheme of a private key cipher block cryptosystem. _ . . -

boxes marked and® represent indexed families of permutations. The key feng_thN =25 with coupled COOI’dlna_teQ) andx24._ The ticks

for encryption and decryption is the seed for the generd®RG of pseu-  IN Fig. 2 mark the coupled coordinates. At time0 the

dorandom sequences of indicek!)( initial sequencex® andy® are given arbitrarily and fot
=24, the blocks between the two coupled coordinates syn-

, , , _ chronize, i.e.x{xb - xos_ . =ytyL---yl, . fort=24 See the
random so as to avoid a third party that intercepts the ciphe X2 Xt =12 Ve

text to infer any information about the plain text. A practical (ﬁlsc_rr(;p;ar:g z?]tézrr;(;:frlg.razti.oﬁ: tot, .t is quided
problem here is that the communicating parties should have i P 9 Y1¥a tyZ“—l 9
to agree on a very long sequence of kéfsk!,k2,... that by th(_a time sequence _of valugg and Yoa a_lt the coupled
determine the permutations. The effective key is as long a§oordinates that are being forced b)zthe driver. The response
the plain text. automaton configurations at times 2% are fuItIy determined
The problem of very long effective keys is solved by by the forcing at the end coordinatg andys.
using pseudorandom generators of keys. The encryption and In general, the system consisting of the evolution rule
decryption processes use the same deterministic generatof acting on binary sequences of length-2L subjected to
that is initialized with a common seed. The communicatingfixed boundary conditions reaches, at a titneot greater
parties agree on a given seed through a secure channel. TH&n %, an orbit that depends only on the boundary condi-
Comp'ete process of a private key Cryptosystem is i”ustratea.ons and is independent of the initial Conﬁguration. We use
in Fig. 1. The two primitive building blocks ar@) the fami-  this property to introduce thanit cipher square(UCS) as
lies of permutations¥ and ®, and (i) the pseudorandom the succession of configuratiogisfrom t=0 t0t=2kk, along
generator of key$PRG. In Sec. Ill we use the phenomenon with the fixed boundary time sequendesySys:--y2 ! and

of synchronization in cellular automata to construct larges— yikygk'"ygt_l. The notationk and ¢ stands for encryp-
families of permutations and a generator of pseudorandomon, key and cipher text, respectively. The configuration at
k

sequences of keys. time t=2K, m=y§ky§k~--y§k_1, at the bottom of the UCS is
the plain text or message. The entries at the interior of the

lll. THE UNIT CIPHER SQUARE UCS and am satisfy the conditiory! T }=y!+y!, , (mod 2

The phenomenon of synchronization in coupled pairs othat is imposed by the automaton local rule. The UCS is
linear elementary cellular automata is described in detail irexemplified in Fig. 3 fork=3.
Ref. 9. There we showed that a pair of coupled linear el-
ementary CA with local rule.Z.(X_1XgX1) =X_1+X; IV. THE CRYPTOSYSTEM PRIMITIVES
(mod 2 can synchronize if every pair of consecutive coupled  The unit cipher square introduced in Sec. lll provides the
coordinates are separated by a block 62 uncoupled two primitives for cryptosystems, the pseudorandom genera-
sites, with non-negativk In the coupled system, the driver’s tor of keys and the indexed families of permutatichsand
configuration evolves autonomously according to the locatb.

2

Driving automaton Response automaton Discrepancy pattern
e l---- - S E— j-—-- - Jmmmmm - |----
*k * ok L L I LT Hokkokdok Kokdk LN
*kkk  k k * % *kokk [T T T N E
*k okkk k% * K kR kk Kk % kdkokkokk kk | Kk
RkokakE K *k LR L L R | o* ax * Kok | kk #
* *  * *kk * * L P dkkk ko k k ke %
LI T O L A 1 LI O * [ dkk ok K ok | %% *
* Ak kkk Rk kdokokk * k% X * oxk K LT N L A R FIG. 2. Patterns for a pair of coupled
* okkkkRk kkkokkkkok REE K K Kk kE £ [xk kkx kK kk k% % . >
*okk * % *k * kK K LRI T w ok kk ok Kok Aok |k cellular automata with a synchronizing
KKK Kk K K A K Rk K KRR Kk K Rk W |k ok Rk Rk K k| Rk block of length 2—1.
ok wkkk ok ok ok Kk kkkE dEk HkkkE KkE K Kk * x| dkok Kook | % *%
* ok *kkkkkE ¥ KE Kk kR kEREE % LT B T A 1 | *
ok kk K *k Ak Fkkkk kK LI T k| kkk 6% | * %
Rk Ak ok kkkk kk kk Xk kkk K K wkok | kk Rk kk kx| %
*okkkkkkok RRR Rk kK KK £k Kk ok kkk K Rk Kok ok Rk kR dokk| %
* * ok dokkkk K kK ok K Kk ¥ * % oLk ok kR ok ok & K|k Kk
* % * * ok %k ok * % * x| | *
* * % %k ok k Kk %k Fkk Kk ok K Kk * K %k * *k | | * *
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FIG. 3. A particular realization of the unit cipher squareke+3. The plain FIG. 5. Primitives defined by the unit cipher squétkCS). The functionsp
and cipher texts are entered in italics, the key block is entered in bold faceand , are computed by running the automaton backwards in time, from
bottom to top in the UCS. The functios, is computed by running it
forward, from the top to the bottom.
After the discussion in Sec. Il about the evolution of a
synchronizing pair of CAwe know that the sequence in
the UCS is determined solely by and k. For eachk the ¥« and¢. Inthis way the UCS defines a mapping that takes
UCS defines a mapping that takeso m. We denote it by the pairs of sequencesk k') to the sequencgfys:--yo
m= ¢ (C). =k”. The mapping is denoted y(k,k’)=k"”. Given a seed
On the other hand, giving andm the cipher textcis  (k%k™') a sequence of keye’,k*,k? --k'~* k' is gener-
generated by applying the CA rule backwards in time ancted iteratively ak'* = p(k',k'1).
from left to right,y};i:y}+y}:i (mod 2, starting withm at The performance op as a generator of pseudorandom
time t = 2% up toy? in the UCS. This procedure defines, for sequences of keys is exemplified for the case of blocks of
everyk, a mapping that takes to ¢ that we denote by  length 63=2°~1 in Fig. 4. For every outpuk', O<t
=, (m). Itis, by construction, the inverse o . <8000, of the generator we take its central subblock of
Due to synchronization, the procedures that perform théength 8 and we interpret it as the binary expansion of an
permutations in the familie§” and® are independent of the integer 0<n'<256. The points in the plot of Fig. 4 corre-
actual configuratio® in the UCS. This extra degree of free- spond to the pairsn(,n'**). We think that the random as-
dom is used to construct the generator of pseudorandom sgect of the generated sequence of keys made evident in Fig.
quences of keys. Indeed, when the automaton rule is appliedl is due to the ergodic properties of the automaton rule used
backwards in time, the configuratioy? that is attained is in the ucs!#13
determined byk in conjunction with the time sequendg Suerarizing, the UCS providds) the familiesW and
—yOyL. .yi"*l that can be fixed arbitrarily without affecting ® of 2% ~* permutations of binary words indexed by all the
binary blocks of length -1 and(ii) a pseudorandom gen-
erator of indices. These objects implemented in the UCS are
illustrated in Fig. 5.

¥ Ve K avers sy 3
b3 %%‘:gﬂ? ‘. ‘
2% ©

&"%’ﬁ e

V. A BLOCK CA CRYPTOSYSTEM

To encrypt a binary messadé that is longer than the
block size of the UCS we adopt the general block cipher
scheme described in Sec. | and illustrated in Fig. 1. In this
schemeM s first factored out into a sequence of blocks of
length #—1 asM=m’m*m?-- and the blocks are then
encrypted sequentially using the keys in the sequdfice
=k%%Kk? --k" - that is produced iteratively by the pseudo-
random generatop. The schematics of the block cipher
scheme using the UCS is shown in Fig. 6. The encrypting
mechanism is shown in Fig(B) and the decrypting mecha-
nism in Fig. D). The key to initialize the system is the pair
of sequencesk®,k 1) that is used as a seed to initialize the
pseudorandom generator, shown in Fig. 6 as the box marked
p. The same seed has to be used for encryption and decryp-
tion.

The encryption process is shown in FigEpat time step
FIG. 4. Plot of pairs @,n*), t=0, for a pseudorandom sequence of 8000 t, When the permutatioth,: is being selected from the family
keys generated by the functignin a CSU of size 63 63. of permutations¥ by means of the kek!. The action of
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Fig. 5. Since the generators of pseudorandom sequences
F--- - n work identically in both units, a single UCS in the decryption
unit has to run twice: downwards to decrypt and upwards to

k! Ec:l] | ! generate the next key.
VI. CONCLUDING REMARKS

There are two main advantages in the implementation of
the primitives we are proposing. One is that the generator of
pseudorandom sequences of keys and the indexed families of
permutations are all realized within the same arithmetic de-
vice, the UCS. The second advantage resides in the local
ot nature of the automaton rule that corresponds to short wiring

when the cryptosystem is implemented as a very large scale
E integrated device, allowing very high speeds of block en-
cryption. Furthermore, the bidimensional arrays for informa-
tion processing we have presented fit naturally in the emerg-
F- - - - - = ing technology of electronic devices that is based on
' ' quantum dots, since it fully relies on cellular autom#ta.
o= ; , The statistical characterization of the sequence of keys
E:ij p K that are generated by iterating the UCS is a combinatorial
problem to be solved.
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